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Wi-Fi Certificates no::mcaco:

e The Certificates are needed in order to

connect and authenticate to the Partners IS
Wi-Fi Network

Partners requires TLS Authentication to
connect to the Wi-Fi network
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R-Series software version 10.0 or greater
R-Series DATA COMM Il REV B or REV C or REV D card

ZOLL Data Exchange Service (DXS) installed version 1.0.124 or
greater

Facility Wi-Fi network information
ROOT Certificate (if applicable) with a file extension of .p7b
CLIENT Certificate (if applicable) with a file extension of .pfx

Compact Flash Card to copy both the ROOT and CLIENT certificates
onto.

When TLS is selected, a client certificate is required and root
certificate is required if the root certificate is not one of

the common CA Trust certificates installed with the REV D Wi-Fi
card.
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R-Series Wi-Fi Card @ S,
DATA COMM Il Red D

R Series® DATA COMM li
M/N: Z-RS-DC002

ZOLL REF #8005-000102-01

IC: 9702A-RDC002

Note: Do not interchange the wi-fi cars between defibrillators.
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1. Get the MAC Address of Wi-Fi card from TMS or from the
device

2. Open aTicket in Service Now
» Configuration Item: phsqglweb61
» Assignment Group: Network security — phs

» Provide MAC Address in description or attached excel file with
MAC ADDRESS

3. Save certificates on Compact Flash card (CF)

4. Load the Certificates in the Wi-Fi card
5. TEST THE WIFI COMMUNICATION
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1. Get MAC Address from Wi-Fi carg ="

| TMS OnSite Version 2016.5.9.5 - [Asset - Edit] - Asset: 40123848

Work Orders Assets Schedules Materials Purchasing Modules Data Sources Reports Tools Setup Help

- 3 & B == 7 B Edit: Load Form: PBME Asset Is Default| . - & @
NS0 &8 D784 000080 woR | oed ' Form: PBME Asset s Detau] & @
PBME Assets Asset: 4012384¢

| List
7‘ Main Epic Info 2.4 Wireless Info 2
70085 R — Epic Integration Wireless

ﬁ -] [es ]
7, Location Epic Name Wireless Certificate Due

7 2/1/2019 v

Epic Number

\ i Network Info
WO Histo

ﬁ i [ pyco
| PM Info Monitor Info

Monitor Setting - Unit
Monitor mmz_:m - Bed
.j.x Number

Model Info

Model Manufacturer

ﬁ

Model Name

Model Software

Drug Library

Model Defaults

m

0008EEOB6012
IP Address

GE Monitoring Systems Info

Network Name

H

MC MAC Address

MC IP Address

MC Gateway

IX MAC Address

m
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2. Open a Service Now Tic

&V Juliana Angel Velez ~ — v_

®
¢ [ Incident-INc1185555 8 §  submit | Resolvelncident
Number | INC1185555 State New v
Caller | Juliana Angel Velez —_ Assignment grou network security - phs - || g

Alternate Contact Info Assigned to -
Contact type Phone v Incorrect Assignment
Category Hardware v Major Incident?

Subcategory Computers v Watchlist | (D || ®
Configurationem | phsglweb61 - N 5|
Urgency 2 - Medium v Impact 3-Low v
Priority 3-Moderate v Suggested Priority 4-Low N7
Cause Code —

On-call Rotation

Patient Involved

Incident

Descriptio Need to generate certificates for Wi-Fi Cards that will be installed on the Defibrillators for authentication to Network.
Wi-Fi cards are needed for the Defibrillators to connect to server PHSQLWEB61 and send "Code Readiness status" data.
See attached file for MAC ADDRESS information.

MAC ADDRESS- 000ee0b6035

{ e

Related Search Results )

PHI Encrypted Field (O T |k
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* You will receive a .pxf file. That is your Client
Certificate. This file is unique to the MAC
Address you provided.

* You will need .p7b file which is the ROOT
Certificate. This file is the same across
Partners.
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3. Save Certificate files in CF

* Movet
to Com

ne Client (pfx file) and Root Certificate
nact Flash (CF) Card

- » My Computer (W0062051) » SMART (E:)

Organize v Share with ~ Burn New folder
. Favorites R
M Desktop "% 00-08-EE-0B-AQ-6E
4 Downloads 7» 00-08-EE-0B-A0-89
<» Recent Places 7 00-08-EE-0B-A0-D1
% Dropbox “» 00-08-EE-0B-A0-EB
“» 00-08-EE-0B-A2-50
.~ Libraries cfg_data
., Documents é
4. Music
&, Pictures
w Videos

.p7b file
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4. Load new Certificate

Go to the System configuration
mode

On the R-Series defibrillator,
while holding the left and
i S - right most soft keys
Or Power Off To Exit simultaneously turn the
B 2?7?7272 722 2 power switch on the R-
Series to the “On” position.

System Configuration

The passcode is set to the
factory setting. “00000000”




System Configuration

Select Language

Prev _ Next Exit

Value | Value | Enter | Config
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e Select the language

* Select the Enter soft key
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System Configuration ° mm_mn.ﬁ 2/>\m|_nm mo.ﬁ.ﬁ _Am<2. >
green box message
appears that says
“Ildentifying Card”

e Select “Read Wi-Fi Card”.
A green box will appears
that says “Wi-Fi card read

Read .
Restore| From |Change| Exit

‘, Wi-Fi Print |Defaults| Card | Config | Config

O—A=
System Configuration  With the “Next Item” soft
p— key move to Page 8 until
“Edit Network Profile 1” is

Edit Network Profile 2 Set/Review j mm j — -m j.ﬁm Q

i e Select “Change value” soft
key

Page 8 of 8

Osmzmm; Prev Next -Oou< NP|Category| Main

Value Iltem Item 102 List Menu
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System Configuration ° />\_.—”—J .ﬁ—..-m xs_/_mx.ﬁ _.ﬁm_\j: mo._n.—”
key move until Page 3
| appears and “Client
| Certificate” is highlighted.
Change | Prev Next Category| Return | V >.ﬁ .H—Jmm _Uomj.ﬂ ﬁm30<m .—”_Jm

.. E o>q>8_<__<___<<_-383
T and place the CF Card with
the ROOT and CLIENT

System Configuration . e
certificates

Network Profile 1

Private Key
Password

e Select “Import Cert”

Page 3 of 3

Import | Prev N Category| Return
Om: , Item Item List




System Configuration

Card Read

<No Certificates: 00-08-EE-0B-AO-EB.pf
00-08-EE-0B-A2-50.pfx

00-08-EE-0B-AQ-6E. pf

00-08-EE-0B-A0-89.pfx

00-08-EE-0B-A0-D1.pf

B v » 7 « ‘lv 70msom;mo_moﬁ
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* Once the CF Card is inserted the

message in green “Reading Card”
or “ldentifying Card” should
appear and quickly disappear
again.
*If the card inserted is the incorrect card a
message in red “Wrong Card” will appear.

 Once “Import Cert” is selected
using the arrow keys select the
client certificate from the list.

* The name of the appropriate
.pfx certificate will be the MAC
Address of the Wi-Fi card
currently being configured.

*Note that only the .pfx certificates will
appear in the list.
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o After the client

System Configuration certificate has been
B e selected and the Select
e key has been pressed
you are returned to the
previous page and your
| client certificate should
Eab el  show in the list.

o ’)

* Now Select “Return
soft key on the far right
of the screen
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System Configuration

WIi-Fi Configuration

Edit Network Profile 1 Set/Review

Edit Network Profile 2 Set/Review

Add Root Certificate

| *_Select the Copy NP 1 to

O:m:@mA _u8< meﬁ AOou«\Z_qumﬁm@oé Z_m_z
Value Item Item

2 soft key; third soft key
- from the right
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e Select the Next Item
soft key to highlight the
“Add Root Certificate”
line

System Configuration

Wi-Fi Configuration

Edit Network Profile 1 Set/Review

* Root Certificate — Note

Al we— the left most value on

1 B , o the screen has changed
from Change Value to

Import Cert
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e Select Import Cert —
using the arrow keys
select the root
oeTeres P16 certificate named
partners.p7b

 Note that only the .p7b
certificates will appear
in the list.

System Configuration

Card Read
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e After the root certificate
has been selected and
the Select key has been

VO G pressed you are
L T——— Set/Review returned to the previous
Set/Review page and your root
CPARTNERS | certificate should show
e in the list.

System Configuration

Edit Network Profile 2

Save to
Import Prev Next Category| Wi-Fi
Cert ltem Item List Card
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e At this point remove the CF
System Configuration card and re-insert the Wi-Fi

Wi-Fi Configuration nm —\.O .

Edit Network Profile 1

;\.}sm%gz .<OCm:oc_o_:m<mmm<mm3
Edt Network ! Reading Card Tm.s.s :_Nmmﬁm:m Card” or
Root Cartca FPARTNERS _ “Identifying Card”

Page 8 of & message again.

mport | Prev | Next Category| Main * Once the message clears
Cert _63 Item IS , .

\ the screen you will be
ready to save the
configuration to the Wi-Fi
card.




B o

System Configuration

WI-Fi Configuration

Edit Network Profile 1
Set/Review

Edit Network Profile 2
Set/Review

Page 8 of 8

Save to
Import Prev Next Category| Wi-Fi
Cert :mB tem | List Card
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After the green
“Reading Card” or
“Identifying Card”
message disappears the
bottom right soft key
will change to “ Save to
Wi-Fi card”

Select the save to Wi-Fi
card soft key
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* A message in a GREEN
— box will appear on the

System Configuration

screen that says
Wi-Fi Configuration . . . .
S— “Writing Wi-Fi Card”

Set/Review

=N \Wi-Fi Card Write OK ° _u_sm__< a message in a

E— GREEN box will appear
— on the screen that says

Import | Prev v Next _Omﬂmooa\\ Wi-Fi

—ME AL SN w. “Wi-Fi Card Write OK”
e Turn off the Defibrillator

Add Root Certificate
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* Once the new certificate has been loaded in
the Wi-Fi card perform a test by sending the
30J results to the server.

» Turn defibrillator ON and go to Manual mode
» Press “Report data”
» Press “Transfer mode”

» Press the soft key “More”

» Pres “Defib History to Wi-Fi”

» Wait until you get a message that says:

“Device Check Was Sent” “Activity Log Was Sent”




